
Egypt’s Digital Cyber Transformation Workshop



Workshop Agenda

Introduction
Egypt’s Recent Security Breaches

Global Breaches Report
Kaspersky Threats Realtime Map
Security Services Transformation
Enterprise Security Architecture

Security Solutions Differentiation
Data Centre Security

Integration of People, Process, Technology
Component Security

Security Community Relations
Strategic Research and Development

Quick Wins



Egypt Breaches in 2018 
and early 2019

Kaspersky World 
Threats Heat Map



Opportunity

IT incurs significant 

opportunity costs as a 

security incident pulls 

resources away from IT 

deliverables.

Your business loses 

productivity and incurs lost 

sales activity and other 

revenue-driven opportunity 

costs.

A security incident incurs 

significant damage to your 

brand reputation, especially 

when customer and/or patient 

records are compromised.

Reputation

The average security incident 

lasts 18 days. 

A security incident involving 

malicious insiders averages 

45 days. 

Time

The cost of the average 

security incident is $415,748, 

while the median annualized 

cost of security breaches is 

estimated at $5.9M per 

organization. Costs include 

legal fees, government fines 

and penalties. 

Money

What a security incident costs









Services and Processes 
Modelling Approach
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IT Security Services Transformation Approach
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Architecture Strategy & Planning Phase
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Architecture Design Phase
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Design Framework 
(Service Management View)

Contextual Security Architecture

Conceptual Security Architecture

Logical Security Architecture

Physical Security Architecture

Component Security Architecture
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Traceability For Completeness
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Every business requirement for security is met and the residual 
risk is acceptable to the business appetite



Traceability For Justification

Contextual       

Security          

Architecture        

Conceptual        

Security         

Architecture        

Logical       

Security        
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Physical       

Security        

Architecture        

Component       

Security       
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Service       

Management         
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Every operational or technological security element can be 
justified by reference to a risk-prioritised business requirement.



Solutions And 
Technology Modelling 
Approach



Security Solutions Differentiation

Business-class 

connected solutions
Integrated,  

optimized enterprise

Software that 

simplifies IT and  

mitigates risk

Flexible, next-

generation services

Driving greater operational efficiency and accelerating results

Differentiated with a scalable design point

Integrated, optimized 
systems that speed 

time-to-value & simplify 
tools/tasks

Configurable modular 
service offerings 

enabling modernization, 
cloud, mobility, social & 

analytics

Simplify and manage 
data, infrastructure & 

end points in diverse & 
heterogeneous 
environments 

Empowering secure 
access to data         
and information 

anytime, anywhere



Data Centre Components Critical Security Requirements

Power System
Cooling and 

HVAC Systems
Physical 

Infrastructure
Physical Security

Fire Detection & 
Suppression

Network 
Infrastructure

Monitoring

Construction 
Elements

Raised Floors

IT & non-IT Racks

Other

Suspended Ceilings

Computer Room Air 
Conditioners

Chiller plants

Air Handling Units w. 
Heat Recovery

Humidifiers

Circulation Pumps

Thermal Storage 
Systems

Piping Systems

Electronic Security 
Systems

Access Control 
Systems

Camera Units, CCTV

Security Doors

Generating Sets

UPS

DC Systems
and Batteries

Control
Systems

Transformers

LV Switchboards

Wiring and Cable 
Paths

HV Switchboards

Fuel Systems

Environmental 
Monitoring

Communication 
Paths, Data 
Acquisition

Monitoring Servers

Software

Remote Monitoring

Local Surveillance 
Centre

Electronic Fire Alarm

Fixed Fire 
Extinguishing Systems

Fire Resistant Sealing

Fire Resistant Flap 
Valves and Claps

Air Sampling Smoke 
Detectors

Metallic Cables

Optical Fibres

Patch Panels

KVM Switches

Measurement 
Instruments for IT 

Networks
EMC Protection



Security Components Portfolio Considerations

Security 
Management & 

Strategy

Security 
Information 

Management

Risk and 
Compliance

Program 
Assessment

Threat Research

Network 
Security

Intrusion 
Detection & 
Prevention

Access Control

Security 
Monitoring & 
Response

Penetration 
Testing

Application 
Security

Vulnerability 
Management

Web Application 
Firewall

Email Security

Patch 
Management

Endpoint and 
Mobile Security

Endpoint 
Encryption

Web Security

Anti-Malware

Mobile Device 
Management

Data Center & 
Cloud Security

Log 
Management

Systems 
Management

Forensics

Data Leakage 
Prevention

Managed Security Threat Intelligence
Security and Risk

Consulting

Processes Technology People



People’s Integration



Integration of  expertise and processes with 
technology to protect systems and data

21

Files DatabasesE-mail
Compliance 

data

Data & application 
security

Security 

Services

Counter Threat 

Unit 

Intelligence

StorageServers Networking

Data center security

Cloud

Mobile Client Tablet

Endpoint 
security

End User



Cyber Resiliency



Cyber Resilience



Security Partnerships 
and Relationships 
Considerations



Microsoft Active Protections 
Program (MAPP)

Forum of Incident Response 
& Security Teams (FIRST)

Financial Services 
Information Sharing and 
Analysis Center (FS-ISAC)

Internet Security Alliance 
(ISA)

Internet Systems Consortium 
(ISC)

SANS Institute

Zero Day Initiative (ZDI)

Anti-Phishing Working Group 
(APWG)

USSS ECTF

FBI & FBI Citizens’ Academy

Department of Defense

Department of Energy

InfraGard

NATO

Interpol

CyberCop Secure Information 
Exchange Network

Federal Trade Commission

Cyber Security Forum 
Initiative (CSFI)

National Cyber-Forensics & 
Training Alliance (NCFTA) 

Security Partnerships and Relationships 
Considerations



Security & Strategy 
Research and 
Development 
Approach



Security & Strategy Research and Development Approach

Core 
Assets

Services

Busines
s Value

Incident 
Response & 

Digital 
Forensics

Strategic 
Residency 
Services

Testing & 
Assessments

Compliance & 
Certification 

Services

Flexible 
Approach

Business 
Knowledge

Deep 
Technical 
Expertise

Vision for 
the Path 
Forward

Defined 
Methodology

Security & 
Governance

Security 
Approach to 
Compliance

Protect 
Industrial 
Control 
Systems

Measure 
Your 

Current State 
and 

Articulate 
the Path 
Forward

Critical Help 
When It’s 
Needed

Gain 
Efficiency & 
Effectivenes

s

Accelerate 
Maturity of 
Programs



Recommendations For
C – Level
Strategy & Planning
Continuous Monitoring



SIX WAYS TO CLOSE THE C-LEVEL GAP

• QUICK STEPS

• 1. Ensure there is security expertise on your leadership team.

• 2. Place cybersecurity into the function that manages overall risk mitigation for the organization.

• 3. Recognize that upper management sets the tone of the company’s culture – this includes 
security culture.

• 4. Benchmark your security controls and risk management programs against peer organizations 
on a regular basis.

• 5. Constructively engage the appropriate regulators on your security program and their specific 
requirements.

• 6. Leverage internal marketing to communicate that security is not exclusively an IT problem.



EIGHT STEPS TO CLOSE THE STRATEGIC APPROACH

• QUICK STEPS

• 1. Ensure there is security expertise on your leadership team.

• 2. Place cybersecurity into the function that manages overall risk mitigation for the organization.

• 3. Recognize that upper management sets the tone of the company’s culture – this includes 
security culture.

• 4. Benchmark your security controls and risk management programs against peer organizations 
on a regular basis.

• 5. Constructively engage the appropriate regulators on your security program and their specific 
requirements.

• 6. Leverage internal marketing to communicate that security is not exclusively an IT problem.



Continuous Monitoring CapabilityApproach

Plan Design Build Operate Transfer

SOC Strategy

SOC Capabilities

Assessment:

People

Systems

Network

Tools

Processes

Facilities Design

Events

Correlation

and

Data Analysis 

Tools

Data Collection

Design

Infrastructure

Design

Creation  of

Processes

Incident Handling

Framework

Vulnerability

Management

Metrics and KPIs

SLAs

Facilities Build

Infrastructure

Data Analysis

Tools

Trainings:
Incident  Handling

Data Analysis Tools

System Security

Network Security

Knowledge

Transfer

Processes

and Procedures 

Development

Collect 

Measurements

Implement KPIs

Continues

Regular

Workshops

and

Meetings

Feed into  

Risk Management

Framework

Periodic

SOC

Assessments

Security

Intelligence

Collaboration

Flows

Ticketing

integration

Incidents

handling manual



Q & A

Thank you!


