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Egypt Breaches in 2018
and early 2019

Kaspersky World
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Opportunity

Reputation

What a security incident costs

Time

Money

IT incurs significant
opportunity costs as a
security incident pulls
resources away from IT
deliverables.

Your business loses
productivity and incurs lost
sales activity and other
revenue-driven opportunity
COsts.

A security incident incurs
significant damage to your
brand reputation, especially
when customer and/or patient
records are compromised.

The average security incident
lasts 18 days.

A security incident involving
malicious insiders averages
45 days.

The cost of the average
security incident is $415,748,
while the median annualized
cost of security breaches is
estimated at $5.9M per
organization. Costs include
legal fees, government fines
and penalties.




Cyber attack hits Careem,

Egypt accounts for 3.97M of global compromises 14M users' data
ransomware threats: study
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Egypt among most vulnerable to
cyberattacks in African region

Global Ransomware Treats in 2017 stood at 1.7 billion and 0.23% of
these threats were seen in Egypt
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2018 Data Breach
Investigations
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Services and Processes
Modelling Approach




IT Security Services Transformation Approach
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The Architecture Matrix

Assets |Motivation| Process | People | Location Time
(What) (Why) (How) (Who) (Where) | (When)
Contextual Business Business
Decisions Risk
Business Risk Strategies for Roles & Domain Time
Conceptual Knowledge & Management Process L Management
. o Responsibilities Framework
Risk Strategy Objectives Assurance Framework
. Information RS Process Maps Entity & Trust Calendar &
Loglcal Assets Manag_e_ment & Services Framework Domain Maps Timetable
Policies
. Data L Process Human ICT Processing
Phys ical Assets Manage_;ment Mechanisms Interface Infrastructure Schedule
Practices
Risk Management Personnel Locator Step Timing
Component Comlc(:)Tnents Tools & Pgr(osc?asnsd;?é)sls Management Tools & & Sequencing
P Standards Tools & Standards Standards Tools
: Service Operational Process Time &
Service Delivery Risk Delivery MZ?];SO:nQEInt M;gsﬁgrr]nrﬁgatm Performance
Management| Management Management Management 9 Management




Architecture Strategy & Planning Phase

Contextual

Conceptual

Assets Motivation Process People Location Time
(what) (why) (how) (who) (where) (when)
Business Business Business Business Business Business Time
Decisions Risk Processes Governance Geography Dependence
Tgxonomy 2 Opportunities Inventory of Organisational Invgntory (.Jf Time Dependencies
Business Assets, . Buildings, Sites, .
; & Threats Operational Structure & the o of Business
Imaelg Coels Inventor Processes Extended Enterprise Territories, Objectives
& Objectives y P Jurisdictions etc. )
EUEIEES Risk Management Strategies for Roles & . Time Management
Knowledge & S o Domain Framework
: Objectives Process Assurance Responsibilities Framework
Risk Strategy
Enablement Feezss LERH Owners, Custodians Security Domain Through-life Risk

Business Attributes
Profile

& Control Objectives;
Policy Architecture

Framework;
Architectural Strategies
for ICT

& Users; Service
Providers & Customers

Concepts &
Framework

Management
Framework




Architecture Design Phase

Reporting & Treatment

for Process Delivery

Functions; Actions

& ACLs

Assets Motivation Process People Location Time
(what) (why) (how) (who) (where) (when)
. Risk Management Process Maps Entity & Trust " Calendar &
Information Assets L . Domain Maps :
Policies & Services Framework Timetable
Logical Information Flows; Entity Schema: Domain Definitions; Start Times
Inventory of . - Functional ty . Inter-domain o ’
. Domain Policies . . Trust Models; o Lifetimes &
Information Assets Transformations; L. - Associations & .
Privilege Profiles - Deadlines
SOA Inter-actions
Data Assets R'Skllvrl th?(?:sment Process Mechanisms| Human Interface ICT Infrastructure Processing Schedule
Physical J—
pplications, . .
Data Dictionary & Risk Management Middleware; User Interf.ace to1CT Host Platforms Timing & Sequencing
. . Systems; Access of Processes &
Data Inventory Rules & Procedures | Systems; Security & Networks Layout .
- Control Systems Sessions
Mechanisms
ICT Components Risk Management Process Tools Personnel Man’nt Locator Tools Step Timing &
P Tools & Standards & Standards Tools & Standards & Standards Sequencing Tools
Component Risk Analysis Tools; Identities, Job . )
P ICT Prod_uct_s, Risk Registers; Tools & Protocols Descriptions; Roles; Nodes, Addresses e S VG
Data Repositories & . e
Risk Monitoring,
Processors

& Other Locators

Clocks; Timers &
Interrupts




Design Framework
(Service Management View)




Traceability For Completeness

Contextual Conceptual Logical Physical Component Secur_lty
Security Security Security Security Security Service
Managemen

Architecture// Architecture Architecture Architecture // Architecture .
Architectur

Every business requirement for security is met and the residual
risk is acceptable to the business appetite



Traceability For Justification

Contextual Conceptual Logical Physical Component Secu_rlty
: : i . : Service
Security Security Security Security Security
anagement

rchitecture \\ Architecture Architecture Architecture Architecture S
rchitecture

Every operational or technological security element can be
justified by reference to a risk-prioritised business requirement.



Solutions And
Technology Modelling
Approach




Security Solutions Differentiation

Business-class Integrated, Software that Flexible, next-
connected solutions optimized enterprise simplifies IT and generation services
mitigates risk

Ll | o |

Empowering secure Integrated, optimized Simplify and manage Configurable modular
access to data systems that speed data, infrastructure & service offerings
and information time-to-value & simplify @ end points in diverse & @ enabling modernization,

anytime, anywhere tools/tasks heterogeneous cloud, mobility, social &

environments analytics

Differentiated with a scalable design point




Data Centre Components Critical Security Requirements

JptiStructure”

Cooling and Physical

Network

Fire Detection &
Suppression

Power System Physical Security

Monitoring

HVAC Systems Infrastructure

Infrastructure

Generating Sets

Fuel Systems

UPS

DC Systems
and Batteries

Control
Systems

HV Switchboards

Transformers

LV Switchboards

Wiring and Cable
Paths

Computer Room Air

Conditioners

Chiller plants

Air Handling Units w.

Heat Recovery

Humidifiers

Circulation Pumps

Thermal Storage
Systems

Piping Systems

Construction
Elements

Raised Floors

Suspended Ceilings

IT & non-IT Racks

EMC Protection

Other

Electronic Security
Systems

Access Control
Systems

Camera Units, CCTV

Security Doors

Electronic Fire Alarm

Air Sampling Smoke
Detectors

Fixed Fire
Extinguishing Systems

Fire Resistant Sealing

Fire Resistant Flap
Valves and Claps

Metallic Cables

Optical Fibres

Patch Panels

KVM Switches

Measurement
Instruments for IT
Networks

Environmental
Monitoring

Communication
Paths, Data
Acquisition

Monitoring Servers

Software

Remote Monitoring

Local Surveillance
Centre



Security Components Portfolio Considerations

Security L :
Management & Network Application Endpoint and Data Center &

Strategy Security Security Mobile Security B Cloud Security

In?c?r‘r:rlljgtti)c/)n Dgtergﬁ (')Onn & Vulnerability Endpoint Log
Management Prevention Management Encryption Management

Risk and Web Application - Systems
Compliance Access Control Web Security
Security
Asl,jsr gg;%rgm Monitoring & Email Security Anti-Malware Forensics
Response
Penetration Mobile Device Data Leakage
linrearResearch Testing Management Management




People’s Integration




Integration of expertise and processes with
technology to protect systems and data

Networking

Data center security

Data & application
security

Counter Threat
Unit
Intelligence

Security
Services

Tablet

Endpoint
security



Cyber Resiliency




Cyber Resilience

THE FOUR DIMENSIONS OF CYBER RESILIENCE

Cyberattackers are continually evolving and adapting, and the risks get worse by the day. You need a plan to keep

email flowing, business operations running and the ability to recover lost or locked data quickly after an attack.

You need these four core capabilities:
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The combination of internally-developed and third-
party technologies paired with dozens of intermal and
external threat intelligence sources provides a multi-
layered inspection system. This will protect against
widely-used commodity attacks and customized,
highly-targeted attacks.

11y

by IT to contain a current threat, This can directly impact
business operations by preventing or limiting the ability to
communicate. Access to files held in the emall system can
be impacted, too. To prevent these types of outages, you
need an email system that remains 100% available while

ensuring the integrity of the data stored within.

You need to move and adapt quickly to stay ahead of the
latest attacks. But technology should be only one partof a
successful approach. Your employees must become more
aware of the ongoing threats to help better protect your
organization. This means delivering inline user education,
continually assessing and deploying leading technologies,
conducting ongoing threat analysis, and automating
remediation services.

You need to keep your data protected, but accessible for
users. However, many organizations are unaware of the
challenges involved when malicious attacks occur and
point-in-time recovery is required. Leveraging an archiving
service built for this can automate and simplify the process
of recovering your email and other important

Exchange data.




Security Partnerships
and Relationships
Considerations




Security Partnerships and Relationships

INTERNET
SECURITY
ALLIANCE
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Considerations

Microsoft Active Protections

" Program (MAPP)

Forum of Incident Response
& Security Teams (FIRST)

Financial Services
Information Sharing and
Analysis Center (FS-ISAC)

Internet Security Alliance
(ISA)

Internet Systems Consortium
(ISC)

SANS Institute
Zero Day Initiative (ZDI)

Anti-Phishing Working Group
(APWG)
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USSS ECTF

FBI & FBI Citizens’ Academy
Department of Defense
Department of Energy
InfraGard

NATO

Interpol

CyberCop Secure Information
Exchange Network

Federal Trade Commission

Cyber Security Forum
Initiative (CSFI)

National Cyber-Forensics &
Training Alliance (NCFTA)



Security & Strategy
Research and
Development

Approach




Security & Strategy Research and Development Approach
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Flexible Defined Business Technipcal the Path
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Recommendations For
C — Level

Strategy & Planning
Continuous Monitoring




SIX WAYS TO CLOSE THE C-LEVEL GAP
QUICK STEPS
1. Ensure there is security expertise on your leadership team.
2. Place cybersecurity into the function that manages overall risk mitigation for the organization.

3. Recognize that upper management sets the tone of the company’s culture — this includes
security culture.

4. Benchmark your security controls and risk management programs against peer organizations
on a regular basis.

5. Constructively engage the appropriate regulators on your security program and their specific
requirements.

6. Leverage internal marketing to communicate that security is not exclusively an IT problem.



EIGHT STEPS TO CLOSE THE STRATEGIC APPROACH

EXPERT ADVICE: AVOID A PLANNING HEADACHE

"

DEVELOP A STRATEGIC PLAN for Cyber
resilience that considers broad
business objectives.

Don’t put the onus on IT: ENGAGE
LEADERS ACROSS THE BUSINESS.

Communicate planning to all staff,
and EDUCATE AND ENGAGE themon a
regular basis.

DON’T OVER-ENGINEER your plan.

D.

CLEARLY DEFINE THE RISK AND THE
SCOPE OF THE PROBLEM TO THE BOARD
to secure their buy-in and funding.

INVEST! Threats can be costly to your
brand, revenue and IP.

Hire a CISO/LEADER WITH STRONG
COMMUNICATIONS SKILLS.

Share a CLEAR AND LOGICAL
CYBER RESILIENCE ROADMAP with
the business.



Continuous Monitoring Capability

SOC Strategy

SOC Capabilities
Assessment:

People
Systems
Network

Tools
Processes

Facilities Design

Infrastructure
Design

Data Collection
Design

Events
Correlation
and
DEVEWAEWATES
Tools

Creation of
Processes

Incident Handling
Framework

Vulnerability
Management

lMetrics and KPlIs

Collaboration
Flows

Facilities Build

Infrastructure

Data Analysis
Tools

Trainings:
Incident Handling
Data Analysis Tools

System Security

Network Security

Processes
and Procedures
Development

Ticketing
integration

Incidents
handling manual

Collect
Measurements

Implement KPIs

Continues
Regular
Workshops
and
Meetings

Feed into
Risk Managemen
Framework

Security
Intelligence

Knowledge
Transfer

Periodic
SOC
Assessments




Thank you!



